
aTTH  tl`chi`

GOVERNMENT OF INDIA

ten intlq-
MINISTBY OF DEFENCE

Principal Controller of Defence Accounts (NC),
Jammu-180003

Tel.No.:EPABX Nos:0191-2435439,2459205 Ext. 214,369,307
Fax-2435068     E-mail:cda-

IMPORTANT CIRCULAR

mrongh website)

No. : IT&S/NC/48/Information Security Poliey D+...}]10812020

Sub:    Strengthening of Cyber Security Measures  in the  Offices

To`
All section's under Main Office
All Sub off ices

HQrs off ice has intimated vide their circular No. Mech/EDP/810/Cyber Security dt.
03/07/20020  that  there  is  increase  threat  of  compromise  of  the  cyber  assets  of  the
department from external sources.  In this regard,  it has  been directed  by the competent
authority  that  necessary  measures  are  to  be  adopted  to  ensure  the  security  of  IT  &
software assets in use/maintained by the various off ices under this organization.

In view of the above, following advisories are issued for your information and strict
compliance please:

1.    Never click on links received in emails, even from known/official source, instead, type or
copy/paste the link in a browser tab for access.

2.    Don't  open  attachments  in  uninvited  emails,  even  if  they  come  from  people  in  your
contact list and never click on a URL contained in uninvited e-mail.

3.   Users are urged not to visit un-trusted websites or follow  links  provided  by unknown or
untrusted sources.

4.   Follow  safe  practices  when  browsing  the  web.  Ensure  the  web  browsers  are  secured
enough with appropriate content controls.

5.   Implement  an  effective  password  policy  and  reset  the  existing  password  at  regular
intervals. All passwords should meet the following guidelines:-

(a)  Emphasis will  be on strong password having following characteristics  :-
-     Contain at least 12 alphanumeric characters.
-     Contain both upper and lower case letters
-     Contain at least one number
-     Contain at least one special character ( for example !S%&*+= etc)

(b) Poor or weak passwords having following characteristics should be avoided :-
-     Contain less than 8 characters
-Can be found in a dictionaryor exist in a language slang, dialect
-     Contain personal information like birthdates, mobile no., names etc.
-     Contain number pattern such as aaabbb,111111, qwerty etc.



(c) Password are to treated as sensitive/conf idential information and must be protected
by adopting certain guidelines given below :-
-     Where possible, users must not use the same password for various access needs.
-     Passwords must change at regular intervals and must not be shared with anyone.
-     Password  must not be  inserted  into email  messages or other forms of electronic

communication.
-     Passwords must not be revealed over the phone to anyone.
-     Do not reveal a password on questionnaires or security forms.
-     Do not write down passwords and store them anywhere in your office.

6.   Remove the database server containing sensitive  information from public access and no
data should be in possession of third party like vender etc.

7.   Performs  regular  backups  of all  the critical  information and  ideally this data should  be
kept on a separate device and should be stored off line.

8.   Implement strict  External  Device (USB drive) usage policy.  Treat mass storage devices
such as CDROM, DVD or USB drives as sensitive and secure them in a locked manner.

9.   Employees are required to ensure that all the sensitive/conf idential  information in hard
copy or electronic form is secure in their work area.

10. In case the server  is on LAN,  its  client machine should not  be exposed to the internet.
The WAN and internet must not be accessed f rom the same machine.

11.  Maintain updated Antivirus software on all the systems.
12.  Keep the operating system third party applications  like MS off ice, browsers up to date

with latest patches.
13.  Desktop,  laptops  should  be  locked  when  leaving  the  work  station  for  breaks  or  other

activities.
14. Always follow onscreen instruction to shut down PC and never shut it down forcefully.
15. All the official correspondences must be forwarded to/received from off icial NIC email

addresses  and  never  use  other  commercial  platforms  like gmail, yahoo  etc.  for  off icial
correspondences.

Conf irmation  regarding  measures  to  be  taken  as  per  above  mentioned  circular  may
be  invariably forwarded to this section.

Addl.CDA has seen.

(Manohar Lal)
ACDA (IT&S)


